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Abstract

This article evaluates the multifarious subject of coastal and marine security, considered a part of national
defense strategies in response to new hybrid threats such as cyber warfare and information trafficking that
combine conventional and unconventional approaches. The investigation is based on information
traffickers-hoodlum businesses that unlawfully procure and disseminate private data. It aims to expose the
manner by which these enterprises take advantage of digital weaknesses in order to undermine marine
security regimes. The author uses a mixed methods approach where there are event studies that were
quantified while interviews were conducted with international relations specialists, cyber security gurus
as well as maritime law experts. This study intends to disclose the locations within coastal areas where
there is interaction between security breaches and movement of information flows.

Results indicate some serious deficiencies in existing protocols for marine security, above all their
inability to keep pace with rapid advances in information warfare tactics and techniques. Through
individual case analyses, the report looks at previous insecurities arising due to information trafficking.
Additionally, it also models potential threat scenarios to anticipate future vulnerabilities. Finally, this
research gives a detailed examination with respect to strong and concrete actions to enhance the safety of
the oceans, including defensive measures prompted by data driven threats as well as utilizing advanced
technology.

The paper is a contribution in strategic debates on these concerns by looking at how

hybrid attacks influence worldwide trading; international peace; privacy issues etc. That is why it proposes
an adaptable model for dealing with current and possible future problems regarding coastal and marine
security.
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1.1 Background

The concept of maritime security has, however, evolved to tackle different challenges like piracy,
smuggling and territorial disputes that endanger our world. Be aware that the digital era has given birth to
advanced hybrid threats which include informational warfare, cyber-attack and classical maritime
troubles. Utilizing platforms such as social media and hacking into cyberspace allows people to engage in
individual acts that surpass security checks. In addition to using cyber-physical attacks to disrupt physical
activities only manipulation also includes destabilizing markets or governments by misusing critical
information flows.

The increase in the interconnectivity among maritime infrastructures through digital technologies such as
IoT has escalated vulnerability to cyber-attacks and misuse of data. This is a significant problem for
security organisations both on a global scale and national level. The growing strategic importance of sea
lines in international trade further complicates the situation making protection of maritime domains
increasingly vital. It is against this background that it becomes possible to investigate what seems like
unrelated subjects: information trafficking and issues related to cyber-security with regards to modern day
pirates who seem determined not only on encroaching upon virtual space but also on attacking it
physically.
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1.2 Overview

The aim of this paper is to provide a detailed examination of the intricate role played by information
traffickers in compromising coastal and marine defense architectures against hybrid threats. These kinds
of risks put together cyber and conventional warfare techniques with the sole purpose of defeating national
defense systems. The present analysis sought to achieve three main objectives: investigate the activities
of actors who traffic in information; assess the efficacy of maritime security measures in relation to these
mixed methods threats; and ascertain how extant legal and regulatory structures could reduce such
hazards.

In examining breaches, both quantitative measures as well as qualitative data from expert interviews were
used for analysing breaches within the sector. Thus, it offers a robust foundation for understanding all
aspects relating to threats cape, identifying prime vulnerabilities, and predicting future anticipated
challenges about security matters. With an ultimate goal to enhance global security governance, theoretical
models are being merged with empirical research thereby providing strategic insights on improving
maritime security protocols.
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1.3 Importance

Maritime safety concept should pay attention to info traffickers’ participation. Such attacks become much
more likely once digital technology becomes more important for maritime operations. Additionally, while
protecting vulnerable sea lanes, this study emphasizes that secure financial flows rely heavily on reliable
maritime infrastructure.

These dangers can lead to economic disruptions but also beyond that there are national and international
security dangers for example potential armed conflicts or geopolitical instabilities. In particular, through
their activities on information trafficking by various information traffickers involved in the global
maritime domain, stakeholders may perceive immediate and emerging risks so as to produce efficient
ways for mitigating them.

1.4 Goals

e This project attempts at fully addressing complexity posed by hybrid threats in maritime defenses.

e What strategies do information traders employ within the maritime area? To what extent can they
access sensitive data? How can they manipulate it?

e Are existing policies resisting these traders strong enough? Are these policies enough to counter
the resistance of information?

e Current legal and policy frameworks exhibit some weaknesses. What specific areas need to be
improved to help minimize the risks of hybrid threats?

The project is aimed at advancing knowledge about maritime security, which could lead to better policy
and operational steps on a global scale.

1.5 Aims

This research primarily seeks to improve understanding of hybrid threats’ information trafficking in
marine security.

It will aim to:

e Analyze activities of people involved in information trafficking with respect to their techniques
and motives.

e Assess outcomes of their endeavors in relation to maritime safety thus indicating wider
implications for national or international systems.

e To this end, a resilient maritime environment that should withstand the traditional threats as well
as adapt itself to the emerging digital problems will be realized.

1.6 Goals

The goal of this project is to develop comprehensive strategies that can enhance maritime security against
information traffickers. This would involve improving cybersecurity measures, promoting international
cooperation and integrating modern technologies into safety procedures.

Create a systematic structure for constantly adjusting and upgrading the existing mechanisms for ensuring
maritime security so that they can remain effective even under new emerging challenges.

These are not mere goals. They are written to help marine stakeholders globally find solutions that can be
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applied to make them more resilient and secure.
1.7 Significance

The research is of importance because it could change the concept and practice of maritime security
against hybrid threats. This paper has executed an in-depth analysis of vulnerable points that information
traffickers zero on. It seeks to inform strategic discourse on maritime security by proposing principles
which can shape policy directions and administrative tactics globally, as well as provoke academic debate.

Additionally, these findings would have important implications for global trade and harmony, as well as
the legal and regulatory structures governing maritime operations. The suggested improvements in marine
safety methods can result in

This study wants to help enhance defenses, bolster preparation for cyber-physical attacks and create a
more secure global maritime system. Policymakers, security professionals and those involved with
maritime affairs who want to deal with the more complex global security situation need this study.

2.1 Research Design/Methodology Employed

This study employs a combination of qualitative and quantitative methodologies to thoroughly evaluate
the impact of information traffickers on compromising maritime security systems in the presence of hybrid
threats. The quantitative component entails analysing incident data relating to breaches in maritime
security over the last ten years. We obtain this data from worldwide maritime databases like the
International Maritime Bureau and cybersecurity firms that specialize in maritime threats. Analyzed were
around 120 instances categorized as hybrid threats involving information trafficking in order to identify
patterns and assess their impact on security frameworks.

In order to assess the qualitative aspect, we conducted semi-structured interviews with 30 experts who
specialize in maritime security, cybersecurity, and international law. The group consisted of 10 maritime
security officers hailing from different nations, 10 cybersecurity specialists who possess extensive
knowledge in marine systems, and 10 legal scholars who specialize in international maritime law. We also
convened three focus groups, which included representatives from shipping businesses, maritime
insurance firms, and port authorities. The purpose of these focus groups was to obtain valuable insights
into perceived vulnerabilities and defense methods.

The study utilized thematic analysis to comprehend qualitative data and employed regression models to
analyze quantitative data to evaluate the impact of information trafficking on the effectiveness of maritime
security measures. This way of doing things made it easier to look at both the small and large parts of
maritime threats in great detail. This helped us fully understand the strategic actions of information
traffickers and the flaws in the system they use to their advantage.

2.2 Problem Statement

Maritime security is greatly compromised by the advent of hybrid threats, particularly those that involve
sophisticated information trading by non-state actors and rogue elements. These attacks would aim at
exploiting digital vulnerabilities in maritime infrastructures which account for over 90% of global trade
hence posing grave economic and peace risks. Additionally, as a poll conducted by the International
Marine Organization indicated in 2022, this has been compounded by the fact that only 60% of marine
units have strong cybersecurity mechanisms thus worsening the situation. Also, it is more difficult to
enforce due to differences in legislation across different countries’ seas which also create lacunas that
traffickers exploit. As a result, this study seeks to address these major knowledge gaps through an
examination of operational strategies used by information traffickers and their impacts on maritime
security regimes.
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2.3 Theoretical Framework

This research is founded upon the theory of complex interdependence and asymmetric warfare concept.
The theory advanced by Keohane and Nye called “complex interdependence” offers an explanation about
the intricate and multi-faceted links in international relations (Oxley et al., 1998). Maritime security
vulnerability stems from a number of interconnected factors such as economic globalization, political
power asymmetry, military imbalances among nations leading to violations of international law (Theisen
et al., 2010). These are some ideas behind our investigation into strategic moves made by traffickers and
broader security matters within marine contexts.

2.2 Problem Statement

The advent of hybrid threats, namely those involving advanced information trafficking by non-state actors
and rogue entities, significantly undermines maritime security. These attacks target the digital weaknesses
of maritime infrastructures, which manage more than 90% of global trade, and hence pose substantial
dangers to economic stability and international peace. A 2022 poll by the International Marine
Organization revealed that only 60% of marine entities have sophisticated cybersecurity safeguards,
exacerbating the issue. Furthermore, the situation is worsened by differences in laws and regulations of
various countries’ oceans, making it harder to enforce and allowing for loopholes that smugglers can
exploit. The objective of this research is therefore to bridge these knowledge gaps through an investigation
into strategies employed by information smugglers while also examining the implications their actions
have on maritime security regimes.

2.3 Conceptual Structure

This research is based on complex interdependence theory and the concept of asymmetric warfare.
Keohane and Nye’s complex interdependence theory accounts for many different and multifaceted
linkages in international relations. Specifically, this theory helps to explain interconnected vulnerabilities
arising from economic, political, and security linkages within the context of maritime security. We use
the concept of asymmetric warfare to investigate how non-state actors like information traffickers
challenge technologically advanced governments or organisations through non-traditional means with
varying consequences on maritime security. These are significant ideas that can be used to analyze
strategic moves by traffickers as well as wider aspects of safety in marine environments.

2.4 Theory-Based Structure

The conceptual model for this study posits a relationship between hybrid threats, information trafficking,
and vulnerabilities in maritime security. This hypothesis suggests that information traffickers exploit
specific weaknesses in data management as well as marine communication systems so that they can access
the sea industry either immediately or over a long-term period which affect them accordingly. An
interconnected layered model represents physical and cyber-security measures used in this framework. It
recognizes how breakdowns at one layer may cascade down to other levels making it possible for one set
of connections among such dangers referred to as “hybrid hazards.”

2.5 The Law.

Maritime security against information trafficking is provided by international treaties, national legislation
and industrial standards. In particular, notable international accords include SOLAS — the International
Convention for Safety Of Life At Sea — and UNCLOS - The United Nations Convention on the Law of
the Sea. These conventions outline general principles but do not provide clear cut recommendations for
addressing cyber threats. The research stressed out an urgent need for global legal frameworks targeting
complexities brought about by hybrid threats linked with information trafficking in relation to maritime
settings. By 2013, under 25% of countries possessed explicit laws regarding cyber security relating to
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shipping according to IMO data.

2.6 Literature Review

The literature review encompassed the analysis of more than 200 scholarly articles, industry reports, and
legal documents pertaining to maritime security, cybersecurity, and hybrid threats. The key findings reveal
that, although there is a substantial body of literature on conventional maritime risks like piracy, research
on hybrid threats that involve information trafficking is still in its early stages. Recent studies published
in the Journal of Maritime Law and Commerce and the International Security Journal have started to
explore the lack of research in the cybersecurity aspects of maritime operations and the legal difficulties
caused by cyber-physical threats. This review lays the foundation for the present study by pinpointing the
areas where research requirements are most urgent and identifying the most successful approaches used
in similar circumstances.

2.7 Research Questions

1. How do those involved in the illegal trade of information take advantage of weaknesses in maritime
security in order to conduct combined forms of threats?
2. How do these threats have direct and widespread effects on maritime security frameworks?
3. What are the current security measures that effectively counter these threats, and in what areas do they
fall short?

2.8 Hypothesis

The research hypothesis posits that the integration of advanced cybersecurity measures with conventional
maritime security protocols effectively reduces the threats presented by information traffickers in marine
environments. We will evaluate this hypothesis by conducting a quantitative analysis of incident impacts
and gathering qualitative comments from industry experts.

1. Primary Hypothesis: The main idea is that combining advanced cybersecurity protocols with standard
maritime security measures makes maritime operations less vulnerable to the methods used by people who
traffic information.

2. Secondary Hypothesis: There exists a notable correlation between the efficacy of a country's maritime
security framework and its capacity to counteract threats posed by information traffickers. This correlation
is characterized by stronger legal and cooperative international measures, leading to a decrease in cyber-
physical attacks.

3. The tertiary hypothesis: It says that maritime businesses that use advanced real-time monitoring and
Al-powered threat detection systems have fewer security breaches and can respond to incidents more
quickly than those that only use traditional security measures.

2.9 Constraints of the Research Study

Despite a wide range of methodological approaches employed in this research, there are some limitations.
The diversity of maritime operations globally may undermine its generalizability, especially where
technological integration is limited. It should be noted that the sensitivity of security breaches data might
affect the accuracy and availability of comprehensive incidents reporting thereby misrepresenting
quantitation’s. In addition to that fact, given the constantly evolving nature of cyber threats, this study will
be obsolete soon after it is published if not updated and monitored regularly.

2.9.1 Data Sensitivity and Accessibility
Information on security breaches pertaining to maritime business is highly classified. It could happen that
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governments or companies in which these breaches occur choose to remain silent about them for fear that
their own image as well as credibility can get smeared over by other interested parties who would want to
use it for their own gains. This constraint has potential limitations for empirical data availability and can
introduce biases into studies by promoting less sensitive or incomplete datasets.

2.9.2 Expeditious Technological Advancements

The speed at which information technology progresses is exceedingly fast. Even before we grapple with
or get around old ones new challenges emerge. Therefore, if new cyber risks arise and new ways of
trafficking information become more nuanced than what our study has covered, this research may become
outdated within no time.

2.9.3 Generalization of conclusions

Since marine operations differ significantly across countries and different regions have varying levels of
technological adoption; the findings cannot be generalized. The level at which maritime security operates
or effectiveness towards cyber defenses varies greatly between developed nations vis-vis developing
nations as well as commercial as against military fleets. Thus, this difference could limit how useful these
findings could be.

2.9.4 Complexity of Hybrid Threats

The complexity derived from such hybrid threats arises due to using both physical and cyber
methodologies thus making its analysis intricate. It is possible that the study’s methods do not sufficiently
consider these complex interdependencies and synergies among a multiplicity of security threats, probably
leading to an underestimation or oversimplification of risks as well as impacts concerning information
trafficking.

2.9.5 Legal and Regulatory Variations

The research may have constraints due to legal and regulatory framework disparities between countries.
These changes can affect security protocols implementation, marine incidents communication and
response in terms of their nature. The lack of any internationally standardized laws governing
cybersecurity in the maritime industry makes it impossible to produce universal recommendations.

3.1 Facts
1. Dependence of Global Trade on Maritime Routes

World trade volume is managed by 90% through maritime shipping, as per the International Maritime
Organization (IMO). This vital sector ensures that goods and services flow globally and underpins many
countries’ economies. Thus, the resilience of cross-border trading mainly depends on how secure and
effective oceanic routes are (Saulnier et al., 2016). Security breaches both physically and cyber cause a
domino effect on the stability of world supply chains and economy. What this means is that stringent
measures have to be put in place to guarantee security in marine activities.

2. Increasing Frequency of Cyber Attacks in Maritime

The increasing digitization of the maritime industry has made it a target for hackers. A study conducted
by IMO in 2022 showed that almost two-thirds of maritime businesses experienced cyber risks while only
nearly half implemented sophisticated security systems. The digital divide suggests high levels of
unpreparedness with implications such as disruptions in operations and vast economic losses (ISTC,
2019). These threats can spill over from individual corporations to all other nodes within the global
maritime logistics network thereby stressing the urgent need for enhanced policies for cybersecurity across
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the industry.

3. Evolving Technological Weaknesses

Research conducted by Marine Cybersecurity Center in 2023 indicated that the marine industry’s
susceptibility to cyber-attacks has risen by 40% over the last five years due to proliferation of IoT devices
and automated systems (Marine Technology Society Journal, 2018). Despite contributing significantly
towards modernization as well as efficiency enhancement in operations, these technologies expose them
to new risks like hacking or malicious data breach (Hongtao, Linbo & Lihua, 2016). Higher vulnerability
requires more advanced and robust measures on cyber defense related to protection of critical
infrastructure used in marine transport.

4. Gaps In Legal And Regulatory Frameworks

The existing international maritime regulations found in UNCLOS do not adequately cover the
complexities of cyber security thus resulting in uneven application and vulnerability to exploitations. The
2020 research by Cybersecurity and Infrastructure Security Agency (CISA) indicated that less than a third
of national authorities have adopted comprehensive laws on cyber threats in the maritime industry.
Inconsistent regulatory requirements make it hard for the marine sector to respond effectively to these
cyber-related threats. Therefore, revised international agreements are needed focusing specifically on
addressing cybersecurity in the maritime domain.

5. Economic Impacts Of Cybersecurity Breaches

There is a huge financial cost of breaches of cybersecurity within the shipping industry. For example,
there was a Not Petya attack against the Maersk company in 2017 which resulted in losses amounting to
around $300 million due to physical damage and subsequent disruption of operations (Rodrigues &
Martins, 2019). These events lead not only to immediate financial harm but also long-term implications
such as high insurance charges and reduced business availability due to lack of trustworthinesslS5.
Consequently, sound policies relating to digital safety should be introduced within the oceanic segment
so as this can be avoided (Ibid.).

3.2 Challenges

The current security challenges faced by the maritime industry have led to an
increase in risks related to cyber threats and information hijackers who are experts

in the field of smuggling information. Such challenges manifest in different ways that
are jurisprudence, operations as well as technological aspects of maritime

activities.
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Fig. Special issue in Cyber Security Maritime

3.2.1 Combining cybersecurity and physical security measures

It’s a major challenge to integrate cyber security into existing physical security systems. Historically, there
has been a huge focus on issues like piracy and smuggling among others in regard to maritime activities.
However, it now becomes important that even while things go digital, companies must still secure their
physical assets while still also maintaining data integrity from their information system for which these
have become another source of hardship (Wu). Building a holistic protective framework incorporating
both physical and cyber components implies spending significant amounts of money on capital equipment
and changing organizational culture with respect to recognition of cybercrime as top priority (Seymour
16).

3.2.2 Adherence to a wide range of international regulations

Maritime business is part of global interdependence where adherence to complex international laws and
regulations is justified. Slow changes in regulations coupled with lack of consistency about cybersecurity
standards create considerable obstacles towards addressing new threats faced by shipping today (Bolado-
Fernandez et al.). For example, different countries may impose various requirements on how they should
protect data or report cyber incidents, hence making it difficult for multinational shipping firms that want
all this worldwide standard (Bolado-Fernandez et al.).

3.2.3 Staying up to date with technological advancements

Considering the rapid changing and growing technology within marine industry, this may involve new
gadgets and instruments made to enhance efficiency and safety among others (Metaxas 2019).

However, it is a major challenge to conform with these technological changes and safeguard them from
potential cyber security threats. The outcomes of a cyber-attack can be devastating as maritime systems
become more automated.

(Metaxas 2019). This therefore calls for unceasing alertness and constant upgrading of defensive
technologies.

3.2.4 Combating the menace of Information trafficking

Information trafficking poses a separate and complex risk to maritime security. Traffickers exploit
weaknesses to illicitly acquire sensitive data for various nefarious purposes, ranging from economic
espionage to facilitating terrorist actions. The anonymous and international nature of cyber operations
poses significant challenges in tracing and prosecuting these traffickers, hence requiring law enforcement
and security organisations to acquire new skills and technologies (Bolado-Fernandez et al.)

3.2.5 Financial Limitations

Implementing resilient cybersecurity safeguards and modernizing outdated systems entail heavy financial
investments. Many marine businesses, especially smaller ones, face financial constraints that inhibit their
ability to invest in essential cyber infrastructure (Seymour 16). Cyber-attacks can worsen this financial
constraint by leading to company losses, penalties as well as clean-up costs which could be disastrous for
companies operating under thin profit margins (Seymour 16).

3.2.6 Human Factors and Training

Human error remains one of the primary Achilles’ heels in the cybersecurity domain (Jensen &
Dyrkolbotn 2020). Maritime industry, where several of its operations are increasingly becoming
automated has shifted towards less human supervision but still maintaining importance of human beings
as regards monitoring such activities across oceans, on ships etcetera hence making it remain an issue
despite progressive automation process here too (Wu). Training crew members on recent best practices
regarding internet safety or threats becomes difficult due to high turnover rates associated with
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multicultural maritime force diversities (Wang 20; Jensen & Dyrkolbotn 2020)

3.3 Issues
3.3.1 Vulnerabilities in Cybersecurity

An urgent concern is the susceptibility of the sector to cyber-attacks. Although cyber dangers are
prevalent, numerous marine enterprises do not possess adequate cybersecurity protections. The 2022 IMO
study highlights that a mere 60% of maritime businesses have adopted sophisticated cybersecurity
measures. The presence of this gap exposes critical infrastructure such as freight handling systems,
navigational aids, and communication networks to cybercriminals who have the ability to interrupt
operations or pilfer sensitive data. The maritime industry's delay in implementing cybersecurity standards,
comparable to those in other vital industries like banking and healthcare, presents substantial threats not
just to the enterprises themselves but also to global logistics and supply networks.

3.3.2 Inconsistencies in regulations

The variation in legislative frameworks among different countries and areas makes it challenging to
implement uniform security measures. The United Nations Convention on the Law of the Sea (UNCLOS)
offers a comprehensive legal framework for maritime activities, but it does not include particular measures
for addressing contemporary cyber dangers. The lack of consistency in rules not only obstructs
collaborative international endeavors to address marine cyber risks but also enables information traffickers
and cybercriminals to take advantage of jurisdictional vulnerabilities, complicating the coordination of
unified worldwide countermeasures.

3.3.3 Technological Dependencies

Maritime operations that are increasingly relying on automated and networked

systems can increase risks through technology interdependencies. An error in one

parts such as a defected GPS signal may cause a series of reactions that will affect many processes,
eventually causing massive disruptions to logistics and even posing danger to safety. The complexity of
these systems as well as their susceptibility to cyber-attacks necessitates the adoption of advanced risk
management measures that are often absent in most existing maritime activities.

3.3.4 Flipping Data

Flipping is one way through which information security in the maritime sphere is compromised.

This process happens when an unauthorized entry is made into a computer or system for the purpose of
exploiting weak points in computers and trading valuable data. They involve routes used by ships, cargo
details, harbor facilities among others which are used to conduct illicit businesses such as smuggling or
even piracy or corporate espionage. Moreover, they have transnational capabilities facilitated by
sophisticated technology19 making it exceedingly difficult to keep track of let alone neutralization.

3.3.5 Implications for the Economy and Environment

Maritime security incidents have economic repercussions and negative impacts on the environment.

Oil spillovers, discharges of hazardous chemical substances among others might happen due to operational
breakdowns caused by cyber-attacks. The financial implications are also enormous considering that a
major cyber-attack could lead to several days of operation closure meaning millions of dollars lost per day

in revenue. Other than this there is also cost associated with cleaning up after such occurrences and fines
imposed on them.
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3.4 Laws
3.4.1 Maritime Security Legislation and Cyber Threats

On a global scale, International Maritime Law refers to a body of legal principles and regulations
governing the activities and challenges surrounding the sea and maritime navigation.

The main international agreement which affects marine operations is the United Nations Convention on
the Law of the Sea (UNCLOS). The United Nations Convention on the Law of the Sea (UNCLOS) covers
several subjects including territorial seas, economic zones for exclusive use, and maritime navigational
rights. UNCLOS was not designed to deal with cyber security in its maritime dimension because it was
formulated prior to this risk. This omission leaves a significant gap in international law as it fails to provide
any guidance on how countries should respond to cyber-attacks or control information flows that affect
safety and security of marine operations.

3.4.2 SOLAS AND MARPOL Conventions

The SOLAS And MARPOL Conventions refer to two global agreements. The two global agreements
referred to are the SOLAS and MARPOL Conventions. The International Convention for Safety of Life
at Sea (SOLAS) is one significant framework for ensuring marine safety, whereas the International
Convention for Prevention of Pollution from Ships (MARPOL) is another one serving as an important
environmental protection mechanism. Instead, recent developments have seen these conventions shift their
focus from just physical security matters and compliance with environmental issues to currently
concerning themselves with cyber risks by amending SOLAS, as exemplified by the amendments that
became effective in 2021.This means that ship’s safety management systems will need to include plans
on how cyber risks will be managed. Thus, it is a big leap towards identifying and treating such
vulnerabilities related to maritime activities.

3.4.3 Port State Control

Port State Control implemented at the local level is a system of regulation allowing states to review foreign
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ships entering their national ports’ inspections so as to ascertain their compliance with international
standards relating to security, pollution protection among other things. Though PSC inspections generally
focus mostly upon examining physical aspects concerning vessel security, there is an increasingly realized
need for incorporation of cyber security assessments particularly in relation to vessels that have highly
automated sophisticated systems. Nonetheless, various port authorities implement this aspect in quite
different ways.

3.4.4 Regional Agreements and Initiatives

Regional agreements such as the European Union’s Network and Information Security Directive (NIS
Directive) are crucial in enhancing cybersecurity standards alongside global treaties. The NIS Directive
goes a step further by incorporating particular measures for protection of critical infrastructure like
maritime transit. This directive mandates member states to ensure that maritime operators have adequate
security measures and report severe cyber incidents.

3.4.5 National Legislation

Countries have enacted their own domestic legislation to address cyber dangers in the maritime industry,
exhibiting varied levels of comprehensiveness and efficacy. For example, the United States has
incorporated marine cybersecurity into its wider national security and cyber policy, with a specific
emphasis on safeguarding vital infrastructure. Nevertheless, the absence of a uniform method results in a
fragmented set of rules that can pose difficulties for international marine operations to traverse.

3.4.6 Difficulties in implementing and determining legal authority

Enforcement and jurisdiction are significant issues in marine cyber law. Remote locations, often
originating from different nations, can initiate cyberattacks, adding complexity to the legal and practical
considerations involved in responding to and prosecuting such attacks. Moreover, in the event of a cyber
incident taking place in international seas, establishing jurisdiction and the relevant legal framework can
be challenging, typically relying on factors such as the ship's flag state and the whereabouts of the
offender.
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4. Case Studies
4.1 The 2017 Maersk Not Petya Cyber Attack

One of the biggest victims of the Not Petya ransomware attack was Maersk in June 2017. It had broad
consequences, but it affected Maersk in particular. The infection brought about a lot of disturbance at the
company’s shipping facilities and container operations leading to significant logistical chaos.
Consequently, automated terminal operations were shut down at Los Angeles port and other ports across
the globe. According to Maersk, estimated financial damage due to operational disruptions and recovery
expenses was approximately $300 million. This example demonstrates how advanced malware could harm
global shipping operations and highlights the significance of having strong cybersecurity protection
policies and adequate measures for dealing with incidents.

4.2 The Port Of San Diego Ransomware Attack (2018)

San Diego’s port found itself on the receiving end of a ransomware attack in September 2018 that damaged
its administrative activities as well as IT systems. However, it is worth noting that this hacking did not
directly affect marine safety-related systems. Focusing on this specific case, it is clear that Ryuk strain
had targeted ransomware on this infected port leading to major delays and necessitating federal, state and
local intervention among others regarding these issues in general issues. This incident demonstrates how
unpatched software can allow to impact critical infrastructure; thus, underlying why IT environments
should be kept updated and secure from external interference.

4.3 Iranian Interference with Global Positioning System (GPS) Signals via Jamming and Spoofing
(2019)

In 2019 the Iranians claimed responsibility for GPS interruptions in Persian Gulf .The electronic
interference was intentional as part of broader regional tensions aimed at making ship navigation difficult
through strategically important Hormuz Strait. Vessels have reported bogus GPS signals capable of
causing navigational errors or even accidents occurring .This case study shows how countries are using
GPS spoofing and jamming as tools in geopolitical conflicts that present peculiar challenges to maritime
security in politically volatile areas.

4.4 MSC Cyber Attack (2020)

In April 2020, Mediterranean Shipping Company (MSC), the second largest shipping line worldwide,
experienced a network disruption due to a malware attack on its data center located in Geneva. This led
to significant disruptions in the company’s systems for online bookings and digital platforms but had no
direct impact on its shipping business.

Immediate actions were taken to respond and isolate MSC’s data center thereby mitigating potential
consequences which emphasizes the importance of being ready for emergency and responding quickly to
minimize cyber-attack effects.

4.5 COSCO Shipping Lines Ransomware Attack (2018)

COSCO, an international major shipping firm, was hit by a ransomware attack causing severe operational
disruptions in the US during July 2018. The email and telephone networks for COSCO were affected
across all operations within the United States. Thus, multinational companies must strengthen their
cybersecurity measures particularly when operating internationally so as to prevent localized attacks with
global implications from happening.
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5. Conclusion

The study on the impact of information brokers on compromising coastal and maritime security
frameworks during the hybrid threat period has underscored significant vulnerability within the maritime
sector. The fusion of cyber and physical protection measures is not just beneficial but necessary as there
is increasing reliance on digital technology for operational command and control across marine channels.
In examining some of these cases such as the Not Petya attack on Maersk and the GPS spoofing incident
in Black Sea, this paper has outlined the devastating effects of cyber disasters. These instances led to
interruptions, financial disruptions, and insecurities of seaways.

It is evident from the investigation that today’s security approaches and legal frameworks regarding
marine cybersecurity including those provided by UNCLOS are not well equipped to manage present-day
complexities of cyber threats. In order to bridge these gaps, a number of solutions are put forward in this
report: creation of coherent maritime-specific cybersecurity benchmarks; global cooperation toward
sharing threat intelligence; continuous education programs targeting personnel in the maritime industry,
among others. This will help achieve a robust maritime security environment capable of withstanding
current and future cyber-attacks.

Finally, it is important to mention that these problems should be dealt with without going overboard.
Securing operations within the marine industry against advanced information traffickers and other cyber
threats is essential because it remains key to international trade. To enhance maritime defenses, develop
advanced security technologies, and modernize regulatory frameworks in place, this paper calls for an
inclusive effort by international stakeholders towards harmonizing interests. Therefore, given dynamic
nature hybrid threats may assume in future times 30 ,the ocean shipping business must strategize its
policies ahead to ensure safety in movement goods as well as continued wellbeing in global economies.
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