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Abstract

The swift expansion of digital technologies has reshaped interactions among
individuals, governmental bodies, and private enterprises, presenting
substantial obstacles concerning confidentiality, data security, and digital
independence. The verdict in Justice K.S Puttaswamy v. Union of India
acknowledges confidentiality as an element inherent to the entitlement to
existence and individual autonomy as enshrined in Article 21 of the Indian
Constitution. This determination stands as a notable advancement in Indian
constitutional jurisprudence, offering assistance to numerous others navigating
the digital sphere. The enactment of the Digital Personal Data Protection Act,
2023, further underscores the government’s endeavor to oversee the
acquisition, handling, and safekeeping of personal data within an increasingly
data-driven environment. This Research Paper delves into the significance of
Digital Rights as an integral aspect of fundamental rights as guaranteed under
Article 21 of the Indian Constitution. It also includes a conversation on how the
entitlement has evolved to encompass the entitlement to confidentiality, the
entitlement to informational self-determination, and protection against
unwarranted digital monitoring. Additionally, the research scrutinizes the
Digital Personal Data Protection Act, 2023, to assess its capacity to achieve
equilibrium among progress, national interest, and the constitutional
entitlements of the populace. While the Act endeavors to institute a framework
for data management and responsibility, notable reservations arise from the
waivers extended to the government, constrained recourse options for users,
and the inadequate provision addressing Al-driven infringements. A
comprehensive assessment of the constitutional validity of digital entitlements
unveils their nature as indispensable human rights. The study concludes that a
regulatory structure rooted in rights and centered around citizens is imperative
to uphold democratic principles, dignity, and personalindependence in the era
of Al and digital administration.
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Introduction

The swift development of digital tech has reshaped contemporary society in
remarkable ways. The internet, artificial intelligence (Al), extensive data
examination, biometric identification tools, cloud infrastructure, and social
networkingsites have become indispensable to daily existence. While these tech
advancements have bettered communication, administration, trade, medical
services, and learning, they have concurrently brought about significantworries
aboutsecrecy, monitoring, dataexploitation,and algorithmic prejudice. In this
digital era, personal data has materialized as one of the most prized assets,
frequently called the “new oil.” Thus, safeguarding digital entitlements has
turned intoa crucial facet of constitutional administration. In India, the notion
of digital entitlements has steadily taken shape via legal interpretation,
particularly under Article 21 of the Constitution, which ensures theentitlement
to life and individual autonomy.

The pivotal ruling in Justice K.S. Puttaswamy v. Union of Indiaacknowledged
secrecy as a basicentitlement inherentto life and autonomy under Article 21.
This ruling established the constitutional basis for datasafeguardingand digital
secrecy in India. Subsequent to this advancement, Parliament putinto effect the
Digital Personal Data Protection Act, 2023 to oversee the handling of digital
personal dataand to equalize the entitlements of individuals with the justifiable
requirements of the State and enterprises.Concurrently, the expansion of Al
technologies has heightened discussions regarding monitoring, profiling,
automated judgment, algorithmic leaning, and the moral utilizationof personal
data. Al systemsdepend significantly on vast datasets, frequently encompassing
confidential personal information. Therefore, the correlation between Al
governance, secrecy entitlements, and constitutional safeguards has gained
increasing significance. This research document scrutinizes the unfolding of
digital entitlements as basic entitlements in India with particular focus on
secrecy, Al, and Article 21 within the framework ofthe Digital Personal Data
Protection Act, 2023 (DPDP Act). It fundamentally assesses constitutional legal
concepts, legal stipulations, and arising difficulties in the digital epoch.

Meaning and Breadth of Digital Entitlements

Digital entitlements denote the privileges and liberties of persons in the
electronic realm. These entitlements encompass the entitlement to
confidentiality, datasecurity, the ability to communicate ideas unrestrictedly via
theinternet, access to the internet, safeguardingagainst unlawful monitoring,
and authority over private data. In contemporary constitutional republics, digital



entitlementsare progressively perceived as expansions of established human
entitlements.?

The notion of digital entitlements takes in multiple aspects:
e Entitlementto Seclusion in the Digital Environment

Entitlementto Data Security

Entitlementto Informational Independence

Liberty of Speech and Articulation Online

Entitlementto Internet Access

Safeguarding from Broad Monitoring

Entitlementto Protection from Algorithmic Bias

Digital entitlements are vital because digital infrastructures and Al systems
constantly gather, handle, keep,and assess private data. Absent sufficient legal
shields, people could be at risk of identity fraud, data infringements, online
offenses, and governmental monitoring.2

In India, the constitutional justification for digital entitlements mainly stems
from Articles 14, 19, and 21 of the Constitution. Among them, Article 21 has
been the most vital in widening the purview of privacy and respect in the digital
epoch. The Supreme Court has construed Article 21 extensively to encompass
assorted derivative entitlements crucial for residing with respect, including the
entitlement to privacy, self-determination, and informational command.3

When the Puttaswamy rulingacknowledged privacy as a basicright, it signaled
a groundbreaking change in constitutional law. The Court asserted that privacy
Is inherent to human dignity and individual freedom. It underscored that
informational privacy is a vital element of self-determination in the age of
digital technology. Therulingalso stipulated thatany limits on privacy must
meet the standards of legality, necessity, and proportionality.

Therise of Al innovations has additionally muddled the matter of digital rights.
Al systems can handle enormous volumes of data, detect conduct trends,
anticipate inclinations, and execute automated choices. Thesetechnologies are
commonly utilized in financial services, medical care, law enforcement,
administration, and onlineretail. Despite the considerable advantages of Al, it
also provokes constitutional and moral dilemmas.4

1 N.S. Nappinai, Cyber Law and Privacy in India 45 (LexisNexis, New Delhi, 2021).

2 Usha Ramanathan, “Privacy, Security and Information,” 52(1) Economic and Political Weekly 35 (2017).
3 Maneka Gandhi v. Union of India, (1978) 1 SCC 248.

4 Ryan Calo, “Artificial Intelligence Policy: A Primer and Roadmap,” 51 U.C. Davis Law Review 399 (2017).



Algorithmicdiscriminationis one of the main issues. Al systemsfrequently use
opaquealgorithmsthathave been trained on skewed datasets. Because of this,
these systems may discriminate based on socioeconomic class, gender, caste, or
religion. Automated decision-making may have a negative impact on social
benefit distribution, financial access, and employment prospects. Thus, the
ideals of equality under Article 14 and dignity under Article 21 may be violated
by the lack of accountability and transparency in Al governance.5

A further worry involves monitoring and data categorization. State entities and
private companies are utilizing facial recognition technology, biometric data
banks, and forecasting methodsto observe people more and more. Too much
monitoring might createa "suppressing impact" on the freedom to speak and
express oneself, as guaranteed by Article 19(1)(a). It could also weaken
democratic involvementand individual independence.6

By establishing a legal framework for handling personal data, the Digital
Personal DataProtection Act of 2023 aims to ease some of these concerns. The
Act recognizes the rights of "Data Principals,” including theright to see facts,
data rectification, data deletion, complaint settlement, and consent-driven
processing. Additionally, it imposes obligationson "Data Fiduciaries" to ensure
the properand trustworthy handling of personal information...”

But there has also been criticism of the DPDP Act. The State's extensive
exclusions in issues pertaining to national security, public order, and
sovereignty are one of the main criticisms. Opponents contend that these
exceptions could allow for excessive state surveillance and erode the right to
privacy. Additionally, there are major loopholes in the Act's protection of
citizens from automated harms because it does not fully control Al systems or
algorithmicaccountability.

Another significant aspect of digital rights is the ability to access the internet.
Under Articles 19(1)(a) and 19(1)(g), the Supreme Courtacknowledged internet
connectivity as essential to freedom of speech and commerce in Anuradha
Bhasin v. Union of India.8 In today'sworld, having the ability to connect to the
internet is critical for learning, work, medical care, finance, and taking part in
discussionsaboutdemocracy. As aresult, being left out of the digital world can
cause individualsto be excluded socially and economically.

5 Katharina Zweig, Algorithmic Decision-Making and Human Rights 88 (Oxford University Press, Oxford, 2022).
6 Shoshana Zuboff, The Age of Surveillance Capitalism 210 (Profile Books, London, 2019).

7 Digital Personal Data Protection Act, 2023, ss. 4—15.

8 Anuradha Bhasin v. Union of India, (2020) 3 SCC 637.



Digital freedoms are strongly associated with the concept of moral principles
within a constitutional framework and democratic administration. The
Constitution seeks to safeguard individual self-respect, freedom, and fairness
against unreasonable governmentinterference. In today's digital world, these
constitutional principles must apply to the online world and technological
management. Consequently, legal structures governing Al, monitoring, and
information handling must function within constitutional boundaries and uphold
essential rights..°

In summary, digital entitlements have grown into vital facets of contemporary
constitutional systems. The proliferation of Al innovations and virtual
infrastructures has produced both novel prospects and fresh menaces to
confidentiality, respect, and independence. Article 21 within the Indian
Constitution has risen to prominence as the foundation for safeguarding digital
entitlementsvia judicial elucidation. The Digital Personal Data Protection Act,
2023 signifies a noteworthy legislative action regarding data management;
nevertheless, considerable obstacles persist concerning monitoring,
governmental waivers, and Al responsibility. Consequently, India should
embrace a rights-focused digital management structure that harmonizes
technological progress with constitutional liberties, thereby guaranteeing that
human respect and individual independence are safeguarded in the digital
epoch.

Article 21 and the Progression of Privacy Entitlements
Article 21 of the Constitution of India stipulates that:

“No individual shall be stripped oftheir life or individual freedom apart from
accordingto protocol sanctioned by legislation.10

This clause has surfaced as a particularly vibrant and far -reaching basic right
within the Indian constitutional system. The judiciary has, over time, construed
Avrticle 21 broadly to encompass different rights vital for guaranteeing human
worth andsignificant living. The Supreme Court hasasserted that the right to
life as per Article 21 isn't just limited to mere physical survival but also entails
the entitlement to exist with self-respect, liberty, and independence. As a result,
entitlements like the right to a means of support, well-being, learning, a
unpolluted surrounding, housing, and confidentiality have been acknowledged
as essential elements of Article 21.

At first, though, the entitlement to confidentiality wasn't explicitly
acknowledged in the Constitution of India. In earlier constitutional legal theory,

9 Gautam Bhatia, The Transformative Constitution 315 (HarperCollins, New Delhi, 2019).
10 INDIA CONST. art. 21.



the Supreme Courttook on a limited understanding of privacy entitlements. In
M.P. Sharmav. Satish Chandra, the Courtstated that the Constitution didn't
openly recognize an entitlement to confidentiality equivalent to the Fourth
Amendment of the United States Constitution.1! Similar to this, the majority
ruling in Kharak Singh v. State of Uttar Pradesh rejected police domiciliary
visits as a violation of individual liberty while refusing to acknowledge privacy
as a fundamental constitutional right.12

Despitethese initial restrictions, judges' views on privacy eventually changed.
The Supreme Court started recognizing privacy as a crucial component of
liberty and dignity in later instances like Gobind v. State of Madhya Pradesh
and R. Rajagopal v. State of Tamil Nadu. The Courtacknowledged thatpeople
havetheright to protect private affairs from needless governmentinterference.
The eventual constitutional recognition of privacy as a basic right was made
possible by these rulings.

The most significant change came in 2017 with the historic ruling in Justice
K.S. Puttaswamyv. Union of India. The right to privacy is a fundamental right
safeguarded by Article 21 and Part Il of the Constitution, according to a
unanimous ruling by a nine-judge Supreme Court constitutional bench..13 The
Bench stated that personal space is fundamental to existence, independence,
self-respect, and personal freedom. This verdict reversed the prior limited
viewpoints articulated in M.P. Sharma and Kharak Singh insofar as they
rejected constitutional safeguards for personal space.

The Puttaswamy verdict greatly broadened the sense and reach of personal
space in the Indian constitutional framework. The Bench noted that personal
spaceisn'tauniform idea but encompasses variousaspects crucial for human
independence and self-respect.

These encompass:

* Physical personal space

» Knowledge-based personal space

 Freedom to choose

« Safeguarding of private details

» Self-respect and personal freedom

Physical personal space shields people from bodily invasions and unapproved
healthcare interventions. Freedom to choose encompasses the liberty to make
intimate individual decisions regarding matrimony, relatives, reproductive
entitlements, and way of life. Knowledge-based personal space, which has

11 M.P. Sharma v. Satish Chandra, AIR 1954 SC 300.
12 Kharak Singh v. State of Uttar Pradesh, AIR 1963 SC 1295.
13 jystice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.



attained enormous significance in the electronic period, alludes to a person’s
entitlement to manage private details and decide how such details are amassed,
handled, and disseminated.’

The Bench acknowledged that technological progress and digitalization have
altered the essence of personal space worries. In today's world, people regularly
exchange personal details via smartphones, biometric identification systems,
monetary dealings, web platforms, and social networking sites. Governments
and private firms progressively depend on data examination, artificial
intelligence (Al), and monitoring technologies to oversee and forecast human
conduct. Consequently, knowledge-based personal space has turned into one of
the most vital constitutional worries in the electronicage. 4

e Crucially, the Supreme Courtestablished a three-parttestin Puttaswamy to
assess whether limitations on privacy rightsare constitutional. The Court
states that any interference with privacy must meet the following
requirements:

e Legality: The restriction mustbe permitted by a legitimate legislation.

e Legitimate State Goal: A legitimate governmental goal must be pursued by
therestriction.

e Proportionality: The degree of interference must be commensurate with the
desired outcome.15

The constitutional standard controlling state actions pertaining to data
collecting, digital monitoring, surveillance, and Al-driven governance tools is
now this three-fold test. It guarantees that the government cannot arbitrarily
interfere with private affairs without a constitutional basis.

A key role in the larger context of privacy rights is played by informational
privacy. An individual's control over the gathering, storing, using, and sharing
of personal data is known as informational privacy. Every day, massive
volumes of personal dataare created and processed in the digital ecosystem via
online activities, biometric systems, e-commerce platforms, artificial
intelligence applications, and cloud-based services.16

Unauthorized datasharing, data breaches, profiling, behavioral manipulation,
cybersecurity threats, and identity theft have become major concernsdue to the
growing commercializationand exploitation of personal data. Sensitive personal
data is frequently gathered by digital networks without meaningful consent,

14 Shoshana Zuboff, The Age of Surveillance Capitalism 221 (Profile Books, London, 2019).
15 justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.
16 N.S. Nappinai, Cyber Law and Privacy in India 63 (LexisNexis, New Delhi, 2021).



raising the possibility of abuse and exploitation. Theseissues are made worse
by Al systems' heavy reliance on large datasets for algorithm training and
automated decision-making.t’

Recognizing these risks, the Supreme Court in Puttaswamy underscored the
pressingrequirementfor a strongdata protection system in India. The Court
remarked that informational privacy is a crucial element of human dignity,
freedom, and self-determination. It recognized that both governmental and non -
governmental bodies have the technological capacity to encroach on personal
lives via surveillance infrastructures, data interpretation, and algorithmic
monitoring.

This constitutional acknowledgement of informational privacy had a direct
impact on the passage of the Digital Personal Data Protection Act, 2023. The
Act aims to govern the handling of digital personal data, protect individual
entitlements, and define responsibilities for organizations dealing with personal
information. It signifies a key legislative measure toward harmonizing
technological advancement with constitutional assurances of privacy and
personal freedom in the digital era.

The Digital Personal Data Protection Act, 2023

The Digital Personal Data Protection Act, 2023 represents India’s inaugural all -
inclusive legislation exclusively focused on safeguarding digital personal data.
The Act endeavors to harmonize the rights of individuals with the legitimate
processing requirements of governments and enterprises.

Objectives of the Act

The DPDP Act seeks:

To safeguard digital personal data

To govern legitimate data handling

To define responsibilities for datafiduciaries

To grantrights to dataprincipals

To ensure accountability and openness

The Act is applicable to digital personal dataobtained online or digitized data
from offline sources. It also has extraterritorial reach where handling pertainsto
providing goods or services within India.

17 Ryan Calo, “Artificial Intelligence Policy: A Primer and Roadmap,” 51 U.C. Davis Law Review 399 (2017).



Key Attributes of the Act

1. Consent-Based Structure

The Act places emphasis on consent-based handling of personal data. Data
fiduciaries must secure explicit and informed consent before handling personal
data.

2. Rightsof Data Principals
The Act grants numerous rights to individuals, including:
» Entitlementto access information
« Entitlementto rectificationand deletion
 Entitlementto resolution of grievances
« Entitlementto revoke consent
» Entitlementto designate representatives

3. Obligations of Data Fiduciaries
Organizations handling data must:
« Guarantee data security
« Avertdatainfringements
« Informauthoritiesregarding infringements
» Eraseunnecessary data
» Upholdtransparency

4. Protection of Children’s Data
The Act mandates stricter responsibilities concerning children’s personal data
and prohibitstracking and targeted marketing aimed at minors.

5. Data Protection Board
The Act establishesthe Data Protection Board of India to address complaints
and ensure adherence.

Artificial Intelligence and Privacy Worries

Acrtificial Intelligence (Al) has surfaced as one of the most groundbreaking
technologies of the twenty-first century. Al-powered systemsare progressively
utilized in governance, commerce, healthcare, policing, education, banking,
transportation, and finance. These systems process vast quantities of personal
and behavioral data to discern patterns, generate predictions, and automate
determinations. Al technologies have greatly enhanced efficiency, productivity,
and public service provision. Nevertheless, alongside these merits, Al also
presentssignificant constitutional, ethical, and legal issues pertainingto privacy,
freedom, equality,and human dignity.18

18 Ryan Calo, “Artificial Intelligence Policy: A Primer and Roadmap,” 51 U.C. Davis Law Review 399 (2017).



A particularly seriousworry linked to Al is widespread monitoring. Al-driven
face identification systems, biometric authentication technologies, predictive
law enforcement tools, and electronic monitoring systems empower
governments and businesses to oversee people to an unparalleled degree.
Monitoring technologies can constantly gather and examine private datasuch as
geographical position, facial gestures, communication styles, and internet
habits. While monitoring might be defended for homeland security or law
enforcement objectives, extreme and unrestricted monitoring puts at risk
individual freedomsand informational privacy safeguarded by Article 21 of the
Constitution. Continuous observation might produce a repressive effect on free
expressionand democratic involvement because people might be afraid of being
observed or categorized by the powers that be. Another substantial worry is
algorithmic partiality and prejudice. Al systems are educated utilizing vast
datasetsthat might harbor pastbiases and societal disparities. As a result, Al
algorithms might discriminate against people based on race, gender, social
class, religion, heritage, or financial standing. For instance, skewed Al systems
might unjustly reject credit, job prospects, insurance coverage, or civic
amenities to marginalized populations. Such unjustresults directly jeopardize
the constitutional assurance of equality under Article 14 of the Constitution.
Becausea lot of Al systems functionas impenetrable entities, it turns out to be
demandingto pinpoint or contest unfair decision-making procedures.

Al likewise gives rise to apprehensions with respect to automated judgment.
Progressively, Al systems impact judgments pertaining to employing,
healthcare detection, criminal equity, policing, monetaryadministrations, and
academic opportunities. Automated systems can make judgments without
substantial human contribution. Nevertheless, insufficient openness and
responsibility in automated judgment may contravene standards of procedural
impartiality and natural law. Individuals impacted by Al-prompted judgments
may not understand how or the reasons for a certain result..® Within
constitutional democracies, impartiality and openness form integral elements of
legal principles. Thus, obscure algorithmic governance presents significant
judicial and moral quandaries.

User profilingand behavioral manipulation embody another escalating menace
within thedigital era. Social media venues, e-commerce enterprises, anddigital
promotional networksemploy Al algorithmsto assess user actions, inclinations,
emotions, and political leanings. These mechanisms forecast and sway
consumer decisions, online participation, and even voting patterns. Tailored
commercials and suggestion algorithms exist to amplify user focus and
behavioral impact. These actions could compromiseindividual independence

19 Frank Pasquale, The Black Box Society 34 (Harvard University Press, Massachusetts, 2015).



and intellectual liberty by delicately affecting human conduct absent explicit
consent. Al technologies furthermore rely significantly on broad data
compilationand utilization. Al frameworks necessitate extensive datasets for
instructionand enhancement. Frequently, private details are amassed lacking
substantial or knowledgeable authorization. Digital platforms accumulate
delicate data concerning well-being, funds, location, correspondence, and
individual predilections. Unapproved acquisition, retention, anddissemination
of such details engender grave confidentiality hazards, potentially including
identity fraud, cybersecurity transgressions, and abuse of private data.
Academics and policy specialists have accordingly contended that established
judicial structures are inadequate for overseeing Al-related detriments and
digital exploitation proficiently.

Al Governanceand the DPDP Act

Even though the Digital Personal Data Protection Act, 2023 does notexp licitly
oversee artificial intelligence, it institutes several crucial protections pertinentto
Al-driven mechanisms handling private data. The Act establishes duties
concerning authorization, objective constraints, liability, anddata defense that
indirectly pertainto Al technologies.?0

A foundational tenet ofthe DPDP Act revolves around agreementand openness.
Al architectures utilizing private data must adhere to legitimate agreement
mandates. People must be kept abreast of the manner in which their private data
Is obtained, handled, kept, and putto use. Openness is vital to guarantee that
people maintain authority over their virtual identities and private details.

The Act also encourages the tenet of data lessening, which limits needless or
extreme data procurement by Al architectures. Organizations are asked to
procureonly data thatis vital for a definite and lawful intention. This tenet is
geared toward diminishing the hazard of extensive datamisuse and meddlesome
profiling.

Moreover, the DPDP Act places accountability responsibilities upon Data
Fiduciaries. Organizations employing Al architectures may be deemed
accountable for careless handling, abuse, or unapproved revelation of private
details. Al enterprises and virtual platforms are asked to embrace sensible
protectionsto safeguard datasecurity and avert unapproved access, violations,
or cyberattacks. In spite of these protections, the DPDP Act is subject to
multiple constraints pertainingto Al governance. The Act does not expressly
control algorithmic leaning or biased automated decision-making. It also
neglects to grant a “right to explanation,” which would permit people to grasp

20 Digital Personal Data Protection Act, 2023, ss. 4-15.



how Al architectures reach conclusions impacting them. Furthermore, there are
scant stipulations concerning algorithmic openness and detached oversight.
Critics also contend that the sweeping exceptions extended to government
bodies may impair privacy safeguards and elevate the chance of surveillance
abuse. Therefore, numerous academics assert that India necessitates a thorough
and committed Al regulatory structure in conjunction with the DPDP Act.

Virtual Rightsand Human Decency

Human decency creates the fundamental worth underlying Article 21 of the
Constitution. Privacy, independence, liberty, and personal freedom are vital
facets of decency. In the virtual age, constant surveillance, profiling, and data
misuse can weaken individual decency and human personality. 2!

In Justice K.S. Puttaswamyv. Union of India, the Supreme Court highlighted
that privacy allows people to make their own decisions free from outside
influence. Therefore, digital rights safeguard not just private data but also
individual liberty and democratic liberties. By influencing decisions and
limiting individual autonomy, artificial intelligence (Al) technology that can
forecast and impact human behavior could jeopardize constitutional liberties.

Similar to this, extensive datacollecting could lead to a "surveillance society" in
which peopleare alwaysafraid of being watched by businesses or governments.
The rule of law and constitutional democracy are incompatible with such
circumstances. Thus, in the era of Al, safeguarding digital rights has become
crucial to maintaining human dignity, freedom, and democratic governance.?2

State Surveillance and Constitutional Challenges

a) A chief constitutional quandary of the information age is the growth of
governmental monitoring capabilities. Administrations are progressively
dependent on technological tools for governance, policing,and purposes of
national safety. In India, worries have surfaced concerning systems for facial
identification, Aadhaar-connected data repositories, wiretapping, monitoring
of social media, suspension of internet service, and monitoring via
biometrics.

b) Even though national safety is a valid aim of the government, too much
monitoring could encroach upontheright to privacy as guaranteed by Article
21. The constitutional legitimacy of monitoring methods mustadhere to the
criteria specified in the Puttaswamy ruling, specifically:

e A law must exist.
o A legitimate governmental objective mustbein place.
e Monitoring must be necessary and proportionate.

21 Francis Coralie Mullin v. Administrator, Union Territory of Delhi, (1981) 1 SCC 608.
22 jystice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.



e Theremust beprocedural protectionsagainst misuse.23

Opponents contend that the DPDP Act allows significant exceptions for
governmental bodies regarding sovereignty, public order, and State security.
These wide-ranging exceptions could weaken constitutional protections if used
without sufficient judicial or legislative supervision.

Thus, strong checks and balances are crucial to guarantee that monitoring
capabilities do not turn into tools of unchecked governmental power.

Related View: GDPR and Indian System

In today's digital age, data security hasbecomeakey issue for constitutional
democracies globally. The growing use of artificial intelligence (Al), cloud
computing, social media platforms, and digital governance tools has heightened
the demand for strong legal protections to safeguard informational privacy and
individual independence. Amongworldwide data security systems, the General
Data Protection Regulation (GDPR) is generally considered a leading and
thoroughregulatory approach. The GDPR acknowledges datasecurity as a basic
right and sets up detailed protections for the gathering, handling, storage, and
sharing of personal data.2*

India's first comprehensive law pertaining to the protection of digital personal
data is the Digital Personal Data Protection Act, 2023 (DPDP Act). The
constitutional acknowledgment of privacy as a fundamental right in Justice K.S.
Puttaswamy v. Union of India had a major impact on the DPDP Act's passage. 25
Even though the Indian structure hassometraits in common with the GDPR,
noteworthy discrepancies exist concerning the extent, legal arrangement, and
individual safety measures.

One key contrast betweenthe GDPR and the DPDP Act pertainsto thereach of
implementation. The GDPR broadly relates to all types of personal data
handling, whether electronic or physical, performed within the European Union
or impacting EU citizens. Conversely, the DPDP Act mainly oversees electronic
personal dataand personal data converted to digital form from physical origins.
This more confined scope restricts how far the Indian structure extends
compared to the GDPR.

Another significant divergence involves delicate personal data. Under the
GDPR, particular groupings of delicate personal information like biometric
details, health information, racial heritage, political views, religious convictions,
and sexual preference are given stronger legal safety. Handling of such

23 Jystice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.

24 paul De Hert & Vagelis Papakonstantinou, “The New General Data Protection Regulation,” 35(3) Computer
Law and Security Review 179 (2016).

25 Jystice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.



information faces stricter stipulations and defenses. However, the DPDP Act
doesn'tform a separate grouping for delicate personal information. Detractors
contend that the lack of distinct safety could undermine defenses pertaining to
highly sensitive information like biometricand health details.

The GDPR also furnishes clear safety measures against automated decision -
makingand profiling. Article 22 of the GDPR awards people the entitlement to
not be exposed to verdicts grounded only in automated handling that
considerably affect their entitlements or interests. People are also entitled to
substantial detailsregarding the logic involved within such automated systems.
By comparison, the DPDP Act furnishes only reduced safety measures
concerning automated decision-making and algorithmic clarity. Theabsence of
an “entitlement to explanation” has been criticized as a major void in India’s
data protectionarrangement, notably in theage of Al governance.

Organizational systemsalso vary considerably between the two structures. The
GDPR sets up robust and autonomous supervisory bodies in each member
nation to guarantee adherence and enforcement. These bodies hold extensive
investigatory and corrective authorities. In contrast, the DPDP Act forms the
Data Protection Board of India as the main regulatory authority. However,
worries have been voiced regarding the autonomy, authorities, and effectiveness
of the Board, especially because the Central Government keeps considerable
influence over its makeup and operation.

Another vital contrastrelates to waivers granted to the State. Under the GDPR,
waivers pertaining to national security and public order are comparatively
constrained and subject to strict proportionality mandates. Conversely, the
DPDP Act grants broader waivers to government bodies on reasons such as
sovereignty, security of the State, public order, and prevention of offenses.
Detractorsargue that these broad waivers may undermine constitutional safety
measures pertaining to privacy and informational independence under Article
21.%6

Regardless of these variations, the DPDP Act signifies a noteworthy move
toward acknowledging digital entitlements within India’s charter. It sets forth
authorized responsibilities pertaining to permission, data defense, answerability,
and problem resolution. It also embodies India’s endeavor to even out
technological advancement, financial expansion, and charter entitlements in the
digital period.

26 Apar Gupta, “Data Protection and Surveillance Concernsunder the DPDP Act,” 58(42) Economic and Political
Weekly 12 (2023).



Hindrancesin Application

Even though the DPDP Act is a groundbreaking enactment, several hindrances
arestill present concerning its successful application. One of the key hindrances
Is the insufficient community understanding regarding digital secrecy
entitlements. A considerable section of the populace is still ignorant of how
private data is gathered, handled, and utilized by digital platforms. Without
sufficient understanding and digital proficiency, citizens may be incapable of
using their entitlements successfully.

Technological convolution introduces another hindrance. Al systemsand digital
technologies advance swiftly, frequently exceeding legal and regulatory
systems. Regulatory bodies may find it difficult to tackle emerging technologies
such as facial recognition, generative Al, predictive analytics, and algorithmic
characterization.

Cross-border data transmissions also create enforcement hardships. Global
technology firms habitually store and handle dataacross numerous territories.
Discrepancies between national legal systems complicate regulatory
enforcement and data defense adherence. The global characteristic of digital
platforms consequently necessitates international collaboration and unified
standards.

Cybersecurity menaces additionally undermine successful application. Data
infringements, ransomware assaults, hacking occurrences, and cyber deceit
continue to escalate in spite of legal protections. Organizations managing
private data must capitalize intensely in cybersecurity infrastructure and
technical proficiency to avert unauthorized access and abuse.

Another significant worry pertains to extensive governmental exemptionsunder
the DPDP Act. Overly broad exemptions for government bodies could weaken
privacy safeguards and heighten the possibility of unjustified monitoring.
Critics contend that efficient judicial oversight and autonomous review systems
arecrucial for preventing the misuse of surveillance authorities.

The absence of explicit Al regulationalso stands out as a noteworthy constraint.
The DPDP Act doesn't thoroughly tackle issues such as algorithmic
responsibility, automated judgment processes, deepfakes, Al prejudice, or
requirements for explainability. As Al increasingly shapes governance and
commerce, India might need a dedicated Al regulatory structure in addition to
data protection laws.

27 Usha Ramanathan, “Privacy and Data Protection in India,” 52(1) Economic and Political Weekly 35 (2017)



Successful execution also relies on institutional capabilities and technical know-
how. Regulatory bodies should have enough independence, technological
insight, and enforcement authority to oversee compliance successfully. Without
robust institutional systems, legal safeguards may stay ineffective in actual
application.

Judicial Function in Protecting Digital Entitlements

The judiciary is essential for protecting digital entitlements within India's
constitutional structure. Indian courts have regularly broadened the scope of
fundamental entitlements to adjust to evolving technological landscapes.
Through innovative constitutional interpretation, the judiciary has
acknowledged privacy, dignity, independence, and informational authority as
vital elements of Article 21.

Significant judicial contributions encompass the recognition of privacy as a
fundamental entitlement, defense against unjustified monitoring, creation of the
proportionality principle, and emphasis on human dignity and individual
independence. The Supreme Court has repeatedly asserted that technological
progress cannot supersede constitutional liberties.

Looking ahead, constitutional lawsuits are anticipated to handle various
rising digital issues, including:

Al prejudice and discrimination

* Facial recognition technologies

* Deepfakes and disinformation

* Biometric monitoring

* Data localization mandates

* Algorithmic transparency and responsibility

As technology advances further, the judiciary will stay crucial in determining
the constitutional parameters of digital governance in India. Courts will have a
vitalrole in harmonizing innovation, national security, and individual liberties
to guarantee that constitutional democracy and human dignity are preserved in
thedigital era.



Conclusion

The digital transformation has profoundly reshaped society, governance, and
personal life. In this swiftly changing technological setting, digital entitlements
have surfaced as vital components of constitutional democracy and human
dignity. The acknowledgment of privacy as a fundamental entitlement under
Article 21 via the Puttaswamy ruling signified a watershed moment in Indian
constitutional legal principles. It established the constitutional groundwork for
safeguarding informational privacy, independence, and personal freedom in the
digital age.

The passage of the Digital Personal Data Protection Act, 2023 signifies a
noteworthy legislative endeavor to protect personal data and regulate digital
ecosystems. The Act presents significant tenets like consent, responsibility,
transparency, and data security. However, the swift advancement of Al
technologies introduces fresh legal and ethical quandaries that go beyond
standard data protectionworries.

Al systems hold immense capacity to influence decisions, monitor conduct, and
mold publicdialogue. Absent suitable protections, they can jeopardize privacy,
equality, independence, and democratic freedoms. Therefore, India must create
a thorough Al governance structure that complements the DPDP Act and
guarantees constitutional responsibility.

Ultimately, digital entitlements aren't merely technological concerns but
fundamental human rights matters. The protection of privacy, dignity, and
independence in cyberspaceis vital for upholding constitutional values in the
twenty-first century. The destiny of Indian democracy will hinge significantly
on how successfully the State, judiciary, legislature,and civil society balance
technological innovation with the protection of fundamental entitlements.
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